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R Trellix Intrusion
Prevention
=

. Trellix Network
/ System (IPS) )/ Security (NX)

@' Capture (PX)

Trellix Packet

- PC/AIEXIEED]
- WEB, SMB Ez{iT]

* MHE{/HIOIEIME
- (2 Ei EfXI

100Gbps (200Gbps =t&) 20Gbps
Advanced Threat Detection:
Lateral movement, Web
infections, callbacks, beaconing,
data exfiltration, IPS, L7 visibility

Deep packet Inspection:
Exploit protection/Virtual
patching, advanced malware
engines, DoS/DDoS, Deep file
inspection, C&C, reputation, L7

visibility

IVX @IS (VX) On Box/ IVX 23AH

. HRIA JHAIY
Z310l9IA

40Gbps
Full packet capture:
Lossless packet capture, Session

decoder, indexing and fast
search.

VX AS(AX)

Physical, Virtual, Public and Private Cloud, Integration with AWS Load

Balancer.
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Trellix NI (Network Investigator)

Trellix DTI Trellix Insights
IPS { NX ] PX
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Trellix IVX Trellix IVX
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Trellix NDR: HIERIZ E5 He| =&t

Protection, detection, forensic& hunting
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Profiles > Conti

Indicators of Compromise (I0Cs) @ unting Rules Connections ®

South Korea - Threat Landscape

Global Prevalence &

Total - Detections:

Campaign - Detections:

*.

Total - Unique MD5s:

L 4

Campaign - Unique MD5s:

Chile  Qatar  Mala a  Singapore Poland  Indonesia

ited States  United King

5 Outsourcing & Hosting  Pharma  Utilities  Insurance

Trellix £2M0| HIBst= GTI(Clobal Threat Intelligence)=
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Trellix Global Threat Intelligence

+ FireEye DTI S} 2t= (2023.09)
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Most Innovative -
Threat Intelligence
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Trellix NX =2 JIs

@ MVX
=  JISHA M

@ IPS for APT
LIESIS &S THEI AL

RiskWare
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YARA / AV-SUIT
Byte gll29| & 3 AITILIX
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SMARTVISION
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Malware Guard
HA&! 2

14

¥

Embeded URL
=AM LH URL At

Evidence Collector
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Multi-Flow (Session based) 24 gtAl

 LHEEIN = Custom hypervisor « CIZetOS « 2000{7H9| &lgi=tA XIS
« QIR E2MO| CIKIRINHCHEA| o CHFSt MHIATH « Multi-stage analysis
Llel EME 2ol CIXIRLIE! - LIt ELIAHI0IA
. CIksHTI EFSY
‘ \ WinXP
4 Win7 32bit/64bit
@ / ‘ . Win10 64bit
= . : : 0SX 10.11.3
e Multi-modal Virtual Execution 0SX 10.8.2
E" .
=
P FITH 4 S0l 24 or= e A, . centos72
= Z
e ’
A5 O ¢
’w; FireEye Hardened Hypervisor
-:! ‘
: Hardware MVX
- = Core
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2r80IX| 2S6h= Bl &fed

¥ ITS MORPHIN TIME

&2 I HA 2HE3(VMWare, Virtual Box)E &l
UOMM, Jtat HAl 2HH01 AL oFM SHQ|E GHX| 242,

File Help

Morph Options
O convert BP's toNOPs - (O Convert B
O Convert BP's to XCHG O Convert BH

[C] Nullify MZ Header [] Insert ju

[[] Write Chars To .rsrc

[[] Modify PE Timestamp
[[] Random Section Names

[[] Random PE Ch

Packing Options
O upx
O MPRESS

O CExe O xpacK
O Kkrunchy O None

Morph Options

() Convert BP's to NOPs () Convert BP's to FNOP's

O Convert BP's to XCHG O Convert BP's to WAIT's

Nuliify MZ Header

[ ] Write Chars To rsrc

[ ] Modify PE Timestamp

[ ] Random Section Names

[ ] Random PE Characteristics

Packing Options
O upx O CExe

@ MPRESS (O Kkrunchy

[ ] Insert junk characters

() XPACK
() None (clear)

AV / Sandbox Evasion Options

[] Malloc trick [ FLS trick
[ ] Joe's Special [ ] ProcMeminfo
[ ] NUMA trick Anti-Debug

Anti-VM Checks [ ] Long Stall

[ ] Fake Windows Anti-Emulation

[ ] Date Specific [ ] Region Specific

02052018 [Jv ]| | v|
Morph Exe

Copyright @2024 Musarubra US LLC
All Rights Reserved - Trellix Confidential
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1| WDerect2()
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LORYTR(e70) = 0
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Yhomare SIesEw,

“)owors ST e v-

valustame)) )
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Ssub_MAFESB() 7 Seb BIAISE() : Shellfsecul w0,

< FigureO. H|Q! &= >

1R FIABIZE ERISIUCE 371K SO S XIS AU Yon X E Fe

7t LIRSS == QAT

L epen™, L cnd exe™,

=3ict, 0|2 ols

char UHDetect()
{

unsigned

vl =
return 6;

e

__int32 ve; // eaxi

__indword{8x5658u);

char UHMDetect2()

{
char result; 7/ al@l
result = 1;
__asm { vpcext 7, 6Bh }
return result;

H

= VMDetect

= VMDetect2

= VMDetect3

->VirtualPCOllM g &=

->SbieDlL.dle] £xf FF

->0x5658 LEO|A 2tS M "VMXh" & HL,

2 SR} o] 2foj=2aiz|= MEsA Blo|=a{2|2

< Figure1. 7H &4 EIX| &4~ >

F-------------------------------

EMX|SACt, CHER 22 VmwareS 0|2&t

= HHOE Mas] Try~CatchZ EIX|SICH CHEX O 2 VirualBoxS 0|8

< EfX|EICh

Ul PCOIM = 2EE|R| Y=L

& F< "R

[Erebus

QIO (LIOFOF Al21)]
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APT LI EfXl SCH=S 2lst AHAEIAE J|HE EFXI/KIEL

-«  AEZl(Exploit) it ASETE HIES ol LISt 2] D18 HE| 222 J|Et S

o

RIEE L HEY =t
KHl D128 MVX S& 24 J|= - Multi Layered, Multi-Vector, Multi-Flow 32 [HS AIFI

FUME(FireEye Unified Multiflow) ¢IZl

- EEISE< EXDIsiHI EXDISCl 2ntHol HAAS Soll ZI2 Exploit KITaH 22
2EI 2] J1BI0ll CHoll &=k (correlation) JIBIS Soll EX| AIE!

Unknown

IPS
wral] T P . EfX| 45 JHME IPS/IDS 2E RIS

Integration - OS, Appllcatlon IQFRI0N CHS 2ATHZEI B2 QI EIXI, MVX HIZI 245
- JI2 RIS JISCE, FIEQIIPS 2l0IMA S B 9IS
- ZICH 5,000 JH2l AL XHIPS & XIE

Windows, Mac OS, CentOS S 2E| OS &t XI&
- APTEXIEIZ 2loH E3t=l Dk HAI

. 2APZTI/2AXIXI 242 Exploit EHX

o [ J18t0| OF=! Multi Flow J18t EFX

« ZHIE ZICH 192He| JH& HA!

« Revert Time 32 OILH(ZZAL 2 HE!)

T -
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IPS for APT

- Client Side : Exploit Kit/Shell Code, Information Leakage, Cross Domain, Code Execution &

- Server Side : Code Execution, Cmd Injection, SQL Injection, XSS, CSRF, Application DoS, Exploit/Shellcode Detection &
- Mobile Side : Android C&C /RAT Detection

- APT Side : More than 20+ File types, VM based detection

Summary

5:_.) I P S Eve n tS (as of 03/16/2020 15:45:33 Etc/UTC)

Malware Adobe Flash Player Nellymoser DataSize Heap Buff IP Protocol TCP Orig. Traffic Captures [1]
Show ACK events: . Show Recon & Brute-Force Events: ' er Overflow
Callback DTl.Callback

Interface network A (mode inline, port A1)
02/16/2020 - 03/16/20 | (Etc/UTC) Blocking Action  NOT blocked

Source Host  10-13-12-148.lateral.crossfire Communication [1]
Victim IP 10.13.12.148 Captures
Victim Port 58932 ID 120674
TargetIP  10.13.250.174 Distinguisher(UUID) 1325791d-e98e-42a9-a5e5-1f508feb233

7

Target Port 80
8 URL http://uiamp.org.ua/resources/invoke-

Time (UTC) $ VictimIP % Q  Attacker IP * Q  CVE- Victim MAC Address  00:1f:a0:12:de:03 mimikatz.ps1
Target MAC Address  00:1f:a0:12:de:04

PX Analysis
® © 0312/201847:50  10.13.250.174 10.13.12.148

Callback communication from infected host
Malware: WINDOWS COMMAND

Interface: network A (mode inline, pg

IPS Blocking Action: NOT blocked Network communication

IPS Details

IPS Details First Seen  2020-03-12 18:46:47.272
First Seen: 03/12/20 18:47:50 LastSeen  2020-03-12 18:46:47.272
Last Seen: 03/12/20 18:47:50 Categories exploit

Categories: exploit Sub Categories other

Sub-categories: code_execution Protocol http

References: References cve,CVE-2015-3113
Protocol: unknown

C:\Windows\system32 >

@® 03/12/20 18:46:47 10.13.250.174 CVE-2015-3113 ' Adobe Flash Player Nellymoser DataSize Heap Buffer exploit
Overflow

03/12/20 18:46:32 10.13.250.174 CVE-2015-3113 & Adobe Flash Player Nellymoser DataSize Heap Buffer exploit
Overflow

TrelliX




APT 2Ie EfA| =LHzIE ISt AI=E Hil s

H&l= (Malware Guard) J18i9| EtX| Z1} &=,

LS — 1 O0O1L-— L-O
- FireEye?| Eto| =FE E6iot= 2ty =180 CHst ZEI2I2 AX| oSS =RE £E
cHA 0 20101l CHErS| = 0HA.

. UFXIXI L2 HMTAC HIS(H CHSH EIX| 2 XIEH

=

Sl
S NXZ

AIZI=2 2F MMM &= 2 8 BHAH I I HAOIASE FireEye a2 SEMESE Soll S stsel YEE J|EIC=E
&H IE LH2d==0 =I1AC= HHI0IE

M
SE

2020 Mar. US Navy Award & Cyber Securlty Excellence

Malware Backdoor Win.CYBERGATE
VXE Callback Backdoor Win.CYBERGATE
Application Type  Windows Explorer
File Type exe
Builtin AV Win.Trojan.Llac-7

Yara Rule FE Backdoor_Win32_CYBERGATE 1
FE_Evasion_DBEGDetect_Files
FE_ ¥M_Evasion_IOPorts

Al s w 11 W DN Malware Guard fe_ml_heuristic

FUME Exploit MuliFlowPayload udfa

Malicious behaviour observed

FireEye Inc. 100 000
}' One Hundred Thousand .

r
1
S
1I0WE 1ment
Innovation Awards ‘

2020

Conyright @2026 Musaruora US LLC https://news.naver.com/main/read.nhn?mode=LS2 mlohs)?w&s
ATRIgH Feservd el Conficeri 19 id1=105&sid2=732&0id=030&aid=0002872195



APT 2Ie Bl 2 &8N THSE fist A2l I8 =ABkE S22 HIS

[ -

- NXJE IZIOI MVX THATHAIZ ol OSC| HEE|= DE QIS Soll UHE!/AHKIX 242 JI/M EfX|
OIE A3lEl JBIO2 NS =M &AM CHSt Olo & FE Evidence JIEt OloH XIS
otLIC| OIHIER HH IHE|= 02 JHK] Indicator=2l JIAI&EE =t5104, APT Life Cycle®l Kill-Chain && It =1 2 [H

=1 b

0l0

Analysis Start

+Malicious Alerts

explorer.exe
Process ID: 268

Process Started

favicon.exe

+Malicious Alerts

File(s) failed

File Created\Modified

+ Malicious Alerts

Copyright @2024 Musarubra US LLC
All Rights Reserved - Trellix Confidential
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=AILH URL 2AHHIZ (Unified-FAUDE)
Doc/pdf 2MLH0I URLOH CHE B=| S41 HIZ

Summary DOWNLOAD XML

Infection Local.Infection IP Protocol TCP Communication [1]

Interface network A (mode inline, port A1) Source Host  10-12-10-173.victim.crossfire Captures

Blocking Action  NOT blocked VictimIP 10.12.10.173 ID 134347
Victim Port 51071 Distinguisher(UUID) e46f964b-d4ad-49a6-91fc-dbedc21fcf1c

TargetIP 10.12.250.38 URL http://uiamp.org.ua/activity/player.swf

Target Port 80 URL Screenshot
Victim MAC Address  00:1f:a0:12:de:1a

Target MAC Address  00:1f:a0:12:de:17

PX Analysis

URL Screenshot Preview

Attempted infection communication

URL:

https://Ibyte-92980trwig-191-gksxb-dot-hi8-076-67f.appspot.com/rsync/7email=

Target Brand:

Unknown']
Screenshot:

Intelligence Summary

sc-fattire-7400 (config) analysis url policy adv-url-defense enable
Feature already enabled.
sc-fattire-7400 (config)
sc-fattire-7400 (configqg)
sc-fattire-7400 (config) show analysis url-policy
TypoSquatting: yes
URL phishing whitelist policy: yes
URL phishing blacklist policy: yes
Advanced URL Defense: yes

TrelliX




I
Web Socket Sl 24
Web Socket SIS Set A4 =4

Dashboard t IPS Settings Reports About

Alert Details

Alert Type M Victim IP Attacker IP C SC Version 1 Time (UTC)

Summary PREPARE TRIAGE BUNDLE SUPPRESS DOWNLOAD XML

Malware Fi T_Bac! - OFTS _ Source IP [[2]

VXE Callback Al 2 guisher(UUID)
Source Port

Source MAC € URL
Address : : 2 MDS5sum
Application Type Destination IP
File Type d SHA-256
al Analyzed Destination Port
At Destination MAC 6 Y
rchives ect
Yara Rule Address 0 ! =
Replay Pcap
FE_Heuristic_G1_1
Malware Guard fe_mil_heuristic
Blocking Action

Mal
Bot Communication Details

Callback communication observed from VM

Download Source Headers

GET /upload HTTI

Copyright 024 Musarubra US LLC
All Rights Reserved - Trellix Confidential 22 I rel I IX



APT 92 EfX| SCHSHE I8t Z2I4| FIOIE] RIS

NXUHIAM EfXI £l= OIHIENI CHoHAl, 5HE OIHIES JIECE 6I0IM +-5221Q| L7 & J|Et
OIZ S0l M, 3rd party HIESI3 ZEI2]0ILI SIEM EHIC| 1S 810|= OHIET} Eralist &=t

|

Callback Backdoor.Generic IP Protocol TCP Communication [1]

Interface network A1 (mode tap) Source Host  10-13-12-148 lateral.crossfire Captures
Blocking Action NOT blocked Victim IP 10.13.12.148 ID 66803

TargetIP  10.13.250.174 Distinguisher(UUID) cd272786-1a67-4813-9b84-baacbfc612f

b
Victim MAC Address  ce:89:42:10:a8:ac 10.13.1.64

PX Analysis
Target MAC Address  02:1f:a0:08:00:02

Callback communication from infected host

Server DNS Name  10.13.250.174 Service Port 4545 First Seen At  03/12/20 18:47:51 Signature Name Backdoor.Generic

Raw Command

Microsoft Windows [Version 6.1.7601]:~~Copyright (c) 2009 Microsoft Corporation. All rights reserved.::~~:~~C\Windows\system32>

Related Network Activity DOWNLOAD

ke e
, o= HOSTIL 2|22} S&lst
AT A % smb2 | [ % dcerpc | | % fileinfo | | % flow | | % dns | |x http S d it 10.13.10.2 13.12.14 x'lE §I‘o|
10.13.10.215>10.13.12.148 X tls || % rdp | [ % imap Ip o) =1l

"timestamp": "20208-03-12T18:47:32.674894Z",
"event_type": "smb2",
"flow_id": 1985071670366812,
"“src_ip": "10.13.10.215",
"src_port": 61017,
"smb2": {
“"command": @,
"flags": @,
“mid": 1,
"command_str": "Negotiate Protocol",
"tid": @,
“pid": 65279,
"status": @,
"sid": @
},
"dest_ip": "10.13.12.148",
"dest_port": 445,
"proto": "TCP"

Timeline Artifact

NS

TrelliX




Riskware JIs

O|&] M0l CHoH EFKI
Riskware Alerts As of 03/16/2020 15:50:26 Etc/UTC

Alerts

03/16/2019 15:50:26 - 03/16/2020 15:50:26 (Past 1 Year)

Viewing 1-20 of 24 Alerts
Results per page:| 20 + m

Riskware Type ID File Type Malware Time (UTC) ~ Source IP Destination IP URL/MD5sum SHA-256 Location

3 : ) 5
ek 119339 PUP.Generic 02/06/20 14:03:25 10.13.11.239 194.187.98.222 RSl Tl G M (T

Callback p=2605500 NE

i . 2
ELS2EIRS 118730 PUP.Generic 01/15/20 15:17:02 10.13.11.29 78.140.191.77 LS SRS P ST LA S AT

Callback p=1852610 A

Relaere 118729 PUP.Generic 01/15/20 15:13:58 10.13.11.29 78.140.191.77 il g BT U R
Callback p=2668644

2d7dc5def1c00b94a0084173256a775d90

Riskware Object | 41104 i PUP.Clover.FEC3 01/14/20 08:35:25 10.13.10.223 27.0.236.146 330229739c2d538baegafe6b6d0sdaz
SCEEa el 26y Seesalay Pl 7 81753861c729106ab627e4c10383a5

2d7dc5def1c00b94a0084173256a775d90

Riskware Object 41101 PUP.Clover.FEC3 01/14/20 08:31:55 10.13.10.223 211.231.108.135 a3302a9739c2d538bae9afe6b6d05da2 81753861c729106ab627e4c] 038325

Riskware ) US/TX/North
117842 PUP.G 12/16/19 11:44:03 10.13.10.202 206.54.165.199 http://| hi 4 /ntfc.php?p=2222423
Callback SIS RSB SO TCDRR Richland Hills

Riskware

Callback 117382 PUP.Generic 12/05/19 14:53:50 10.13.10.137 194.187.98.222 http://pushmejs.com/ntfc.php?p=260550 NL

L . ) -
ez 117380 PUP.Generic 12/05/19 14:41:00 ARERREY, 194.187.98.194 g S e e e Y

Callback p=2605500 NE

" ) ; .
RElaaE 117379 PUP.Generic 12/05/19 14:40:23 RERDREY, 194.187.98.194 S s Gy i T
Callback p=2605500

Riskware " g | http://pushmejs.com/ntfc.php?
Callback 117377 PUP.Generic 12/05/19 14:33:55 (RER NV 194.187.98.222 p=2605500

TrelliX




£ aan
2
1 A A
I o [ ]
! SmartVision HIZl: EfX| 8s 2 =&y =i
: Exploit/24&3E Q2 & P—
: C&C Callback AIE E*Il 3 M -
XIEE i NX
I
— ve oo v POST Exploit EfH
gl -~~~ ;""""v' """"" P i 7 [ —— N
v Luggﬁ - (Lateral Movement) Al EfXI
— S '0.. ‘0“‘ ."‘ I —
o . g X — .
TEEES] ‘AR - @
CIiE=C] GIOIEAHHIOIA - . g
p—— e =18 NX + Smart Vision
EEE HIOIE} R Al EX| \
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L
APT 2/&] EfX| SCHSIE 2ist 2AEIAE J|8t ENXI/KIE
- SmartVision A& - Full Attack Life Cycle J|Ht XIsE APT 32 [HS I8t 11z S22 24 AIX

dotds 2 LIE=M 0HESY 0l=

SmartVision A&l &2 2HH| 24 — Attack Life Cycle JIE [H2S QN

X
=
HU
HO
02
19
|0
HU
[A
tot

[V & NAME |} TYPE |} TIME 13
L SIE PSEXEC [OUTPUL Over SMEVE PsExec Activity 03N 21814012 -I 20+ Olggl HIE-?:IE j I Hl—rgl ér;l-l'_r‘-ll;rxl E
> 832 Sysinternals PsExec Activity Over SMBvZ TCP Port 445 PsExec Activity 031218 fan 247
> 230 SAMR Service Remote User Enumeration Over SMBv2 TCP Port 445 User Enumeration Attempt 321y 14:12:44 ° Remote Task SCh ed ule Via AT serVice
» 827 Mimikatz Activity Detected Mimikatz Activity 03118 14:07:36
> 826 SVCCTL Remote Service Launch Over SMBv1 TCP Port 445 Remote Service Launch 031218 14:07:33 e Remote SerVice La u nCh Via SVCCTL(SeNiCG Control Manager) SM B
> 825 SRVSVC Service Remote Share Enumeration Over SMBv1 TCP Port 445 Share Enumeration 03/12/18 14:07:33 .
> 828 SMB PSEXEC [Output] Over SMBv2 PsExec Activity 03/12/18 14:07:31 > Wlndows WMI RemOte She” LaunCh
>

229 Sysinternals PsExec Activity Over SMBv2 TCP Port 445 PoExec Atllu‘i'_I' 031121814073
eoe *Hat eee
o=

« SMB Connection To C$ Hidden Share

- SMB EXE File Write To C$ share

- DLLupload SMB

« Remote PSEXECSVC Binary Transfer SMB

Copyright @2024 Musarubra US
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Hosts [213] Alerts

Date Range: 01/04/2018 02:11:31 - 04/04/2018 02:11:31 (Past 3 Months)

Ol

-

Viewing 1-50 of 313 Hosts

Host Severity
10.12.10.218 [ 1 1 1
10.12.20.86 (T X111
10.12.12.63 [ 1 1 1)
10.12.21.71 [ 1 1 1
10.12.10.220 (1111
10.12.10.216 [ L X1
101210211 [ 1 1 1
10.12.10.174 (1111
10.12.10.208 [ L X1

Copyright @2024 Musarubra US LLC
All Rights Reserved - Trellix Confidential

Callback Activities

142

103

Events: Hide Acknowledged

348X

Infections

CLEAR ALL

| OIHIEQ} Atz 214

st Malware

Local.Callback

SWF.MalAP|LoadPayload

Exploit.Downloader_Dropper.url MVX

o Backdoor.Generic

] Trojan.Dridex

o Local.Infection

v} Trojan.Heur ExeAsimage
v} Trojan.Rebhip

o Trojan.Ransom.FEC3

27

|PS 8liEl = EfX| O[HIEQL 2t =4

Last Seen at (UTC) =

0403118 23:02:23

04/03/18 19:45:30

04/03/18 15:45:20

04/03/18 1504712

04/03/18 19:22:39

04/03/18 172!

Last Ack at (UTC) Host Name Actions

10-12-10-218 wictim.crossfire

[THREAT INFO)

10-12-12-63 lateral.crossfire |ips|

(ivs)

10-12-10-220.victim.crossfire

21 2.10-216.wictim.crossfire

CTQIE T2 EIX| OMIEQ &2t A ©

04/03/118 17:02:57

04/03/18 16:35:21

10-12-10-174.victim.crossfire

(ivs)

0-12-10-208 wictim.crossfire
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H/W Spec

NX4600

XICH 1 Gbps (MM 2= 2 Gbps)

NX5600

£ICH 2.5 Gbps (MM 2E 5 Gbps)

NX6600

ZICH 5 Gbps (MM 2E 10 Gbps)

NX8600

ZICH 10 Gbps (MM 2= 20 Gbps)

= o 2U Rack-Mount 2U Rack-Mount 2U Rack-Mount 2U Rack-Mount
AN (WxDxH) | 19inx26inx3.5in 19iNnx26inx3.5in 19inx26inx3.5in 19inx26inx3.5in
e OIRE 2RU, fits 19-inch Rack 2RU, fits 19-inch Rack 2RU, fits 19-inch Rack 2RU, fits 19-inch Rack
(2) 40G QSFP+
e (4) 1G RI45 bypass (4) 1G/10 RI45 bypass g; HSore (4) 10G SFP+
o g2 ge | (4 1G/10G SFP+ (4) 1G/10G SFP+ (2) 1G/10G SFP+ (2) 1G/10G SFP+
S== | (4) 10GSFP+ (4) 10G SFP+ 4 1C/10G RIAS bybass (4) 1G/10G R145 bypass
yP (2) 100G QSFP28
HE3 o= OIgeI BLIE, Fail-Open, oIgIRI 2LIE, Fail-Open, oIzl 2LIE, Fail-Open, OIgIeI 2L IE, Fail-Open,
=H—="= Fail Close EE= TAP/SPAN Fail Close EE= TAP/SPAN Fail Close EE= TAP/SPAN Fail Close EE= TAP/SPAN
IPM| ZE 100/1GbaseT 100/1GbaseT 100/1GbaseT 100/1GbaseT
HIz22] 128 GB (8x16 GB) 128 GB (8x16 GB) 128 GB (8x16 GB) 128 GB (8x16 GB)
ClA3 (2) 4TBHDD, RAID 1, 3.5, FRU (2) 4TBHDD, RAID 1, 3.5, FRU (2) 4TBHDD, RAID 1, 3.5, FRU (2) 4TBHDD, RAID 1, 3.5, FRU

e

[y L

[l

(1+1), FRU, 920W 110-240V

(1+1), FRU, TOOOW/1200W 110-
240V

(1+1), FRU, TOOOW/1200W 110-
240V

(1+1), FRU, TOOOW/1200W 110-
240V

ZICH Mk AHISS

552 W

852 W

928 W

1100 W

28
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